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Chapter 1
Why Vendor Evaluation Matters

Choosing the wrong technology vendor is one of the most expensive mistakes an organization can make.
The  direct  costs  of  switching  vendors  mid-contract  (migration,  retraining,  downtime,  early  termination
fees) are significant, but the indirect costs are often worse: months of lost productivity, stalled projects,
security gaps during transition, and organizational fatigue from another round of change management.

Yet  most  organizations  select  vendors  through  an  informal  process  driven  by  personal  relationships,
brand familiarity, or whichever sales team puts together the most polished presentation. The result is a
decision based on marketing rather than capability, and a contract that protects the vendor rather than
the customer.

The Cost of a Bad Vendor Decision

• Direct  switching  costs:  migration,  parallel  running,  retraining,  and  early  termination  penalties
typically amount to 1.5-3x the annual contract value

• Productivity loss: 3-6 months of reduced effectiveness during transition to a replacement vendor
• Security risk: gaps in monitoring, backup, or patch management during vendor transitions are prime

windows for attackers
• Opportunity cost: IT leadership time spent managing a failing vendor relationship is time not spent

on strategic initiatives
A  structured  evaluation  framework  eliminates  gut-feel  decisions  and  replaces  them  with  a  repeatable,
defensible  process  that  identifies  the  best-fit  vendor  based  on  your  actual  requirements.  This  guide
provides that framework.

When to Use This Framework
This  framework  applies  to  any  significant  IT  vendor  selection:  managed service  providers  (MSPs),  cloud  platforms,
cybersecurity tools, SaaS applications, hardware suppliers, and consulting firms. Adapt the weighting and criteria to
match the specific vendor category.

When to Use This Framework
This  framework  applies  to  any  significant  IT  vendor  selection:  managed service  providers  (MSPs),  cloud  platforms,
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Chapter 2
Defining Your Requirements

Before  you  evaluate  a  single  vendor,  you  must  define  what  you  need.  This  sounds  obvious,  but  the
majority of failed vendor engagements trace back to poorly defined or undocumented requirements. The
vendor delivered what they promised; the problem was that what was promised did not match what was
actually needed.

Functional Requirements

What must the vendor's solution do? Be specific and measurable:

• List  every  capability  you  require,  distinguishing  between  "must-have"  (non-negotiable)  and
"nice-to-have" (preferred but not required)

• Define integration requirements: what existing systems must the solution work with?
• Specify  scalability  requirements:  what  is  your  current  scale,  and  what  growth  must  the  solution

support over the contract term?
• Document regulatory requirements: what compliance frameworks must the vendor support (HIPAA,

SOC 2, PCI-DSS, etc.)?

Operational Requirements

How must the vendor operate?

• Support hours and channels: do you need 24/7 support, or are business hours sufficient?
• Response and resolution time expectations for different severity levels
• Reporting requirements: what visibility do you need into the vendor's performance?
• Onboarding timeline: when must the solution be fully operational?
• Geographic  requirements:  do  you  need  local  presence,  specific  time  zone  coverage,  or  data

residency in a particular region?

Commercial Requirements

What are your budget and business constraints?

• Budget range: total annual spend including all licensing, services, and anticipated project work
• Pricing model preference: per-user, per-device, flat fee, or consumption-based
• Contract term: how long are you willing to commit?
• Payment terms: monthly, quarterly, annually, or milestone-based

The Requirements Document
Write your requirements down before engaging vendors. Share the same requirements document with every vendor
you evaluate. This ensures apples-to-apples comparison and prevents vendors from reframing their proposal to avoid
areas where they are weak.

The Requirements Document
Write your requirements down before engaging vendors. Share the same requirements document with every vendor
you evaluate. This ensures apples-to-apples comparison and prevents vendors from reframing their proposal to avoid
areas where they are weak.
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Chapter 3
The Vendor Evaluation Scorecard

A  weighted  scorecard  converts  subjective  impressions  into  a  quantitative  comparison.  Each  evaluation
criterion is scored on a consistent scale and weighted by its importance to your organization. The result is
a total score for each vendor that reflects your priorities, not theirs.

Scoring Methodology

Score each criterion on a 1-5 scale:

• 5 = Exceeds requirements. Vendor demonstrates clear superiority in this area.
• 4 = Fully meets requirements. No concerns or gaps.
• 3 = Meets requirements with minor gaps or concerns that can be addressed.
• 2 = Partially meets requirements. Significant gaps or concerns exist.
• 1 = Does not meet requirements. Fundamental deficiency in this area.

Recommended Evaluation Categories and Weights

Category Weight Vendor A Vendor B Vendor C

Technical Capability 25%

Security & Compliance 20%

Service Level Commitments 15%

Financial Stability 10%

References & Reputation 10%

Cultural Fit & Communication 10%

Pricing & Value 10%

WEIGHTED TOTAL 100%

Adjust weights based on your priorities. An organization in healthcare may weight Security & Compliance
at 30% and reduce Pricing to 5%. A startup scaling rapidly may weight Technical Capability at 35%.

Eliminating Bias
Have  multiple  evaluators  score  each  vendor  independently  before  comparing  results.  If  one  evaluator  scores  a
vendor significantly higher or lower than others,  discuss the discrepancy.  Consensus-based scoring produces more
reliable results than a single evaluator's assessment.
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Have  multiple  evaluators  score  each  vendor  independently  before  comparing  results.  If  one  evaluator  scores  a
vendor significantly higher or lower than others,  discuss the discrepancy.  Consensus-based scoring produces more
reliable results than a single evaluator's assessment.
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Chapter 4
Technical Capability Assessment

Technical capability is typically the highest-weighted category because it determines whether the vendor
can actually deliver what you need. Assess technical depth, not just marketing claims.

Platform and Tooling

• What technology platform does the vendor use for monitoring, management, and service delivery? Is
it enterprise-grade or cobbled together from free tools?

• Is the platform multi-tenant with proper data isolation, or does the vendor use shared instances with
weak separation?

• What automation capabilities exist? Manual processes do not scale and are prone to human error.
• How does the platform integrate with your existing tools (ticketing, identity, SIEM, etc.)?

Staffing and Expertise

• How many technical staff does the vendor employ? What is their ratio of engineers to clients?
• What certifications do their engineers hold (vendor-specific certs, CISSP, CCNA/CCNP, cloud architect,

etc.)?
• How  does  the  vendor  handle  knowledge  gaps?  Do  they  have  access  to  specialized  resources  for

complex issues?
• What is their staff turnover rate? High turnover means you are constantly working with new people

who do not know your environment.

Scalability and Performance

• Can the vendor support your current environment size and your projected growth over the contract
term?

• What is their largest client? Their smallest? Where do you fit in their portfolio?
• How do they handle demand spikes (major incidents, project surges, audit season)?
• What geographic coverage do they provide? Can they support remote sites, multiple time zones, or

international offices?

Innovation and Roadmap

• Does the vendor invest in R&D and platform improvement, or are they running the same tools they
deployed five years ago?

• Do they provide a technology advisory function (vCIO/vCTO) to help you plan strategically?
• How do they stay current with emerging threats, technologies, and industry changes?

Demo vs. Reality
Every vendor gives a great demo. Demos show the product working perfectly under ideal conditions. Ask to see the
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tool working with real data, or request access to a sandbox environment. Better yet, run a proof of concept (Chapter
9) before committing.
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Chapter 5
Security and Compliance Evaluation

Your vendor's security posture is your security posture. A managed service provider with access to your
infrastructure,  a  SaaS  vendor  storing  your  data,  or  a  cloud  platform  hosting  your  workloads  each
represent an extension of your attack surface. Evaluate their security with the same rigor you apply to
your own.

Security Certifications and Audits

• Does the vendor hold a current SOC 2 Type II report? Request and review the full report, not just the
opinion letter.

• Are they ISO 27001 certified? Certification demonstrates a formal information security management
system.

• For healthcare: do they have HITRUST certification or a current HIPAA risk assessment?
• For payment processing: are they PCI-DSS certified at the appropriate level?
• When was their last penetration test? Request the executive summary and remediation status.

Security Controls

• How do they protect your data at rest and in transit? What encryption standards do they use?
• How do they manage access to  your  environment? What authentication and authorization controls

are in place?
• Do they perform background checks on all employees who will have access to your systems?
• What is their vulnerability management process? How quickly do they patch critical vulnerabilities?
• Do they carry cyber insurance? What are the coverage limits?

Incident Response

• Do they have a documented incident response plan? Has it been tested?
• What are their breach notification timelines? Are they contractually committed?
• Will they support your incident response process and cooperate with your forensic investigators?
• Have they experienced a breach? If so, how did they respond and what changed as a result?

Compliance Support

• Can they provide evidence and documentation to support your compliance audits?
• Will they sign a BAA (HIPAA), DPA (GDPR/state privacy), or other regulatory agreement?
• Do they understand the specific compliance requirements of your industry?

The SOC 2 Report
A SOC 2 Type II report is the gold standard for vendor security assessment. It covers an audit period (typically 6-12
months) and tests whether controls actually operated effectively, not just whether they existed on paper. A Type I
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report only confirms controls exist at a point in time. Always request Type II.

The SOC 2 Report
A SOC 2 Type II report is the gold standard for vendor security assessment. It covers an audit period (typically 6-12
months) and tests whether controls actually operated effectively, not just whether they existed on paper. A Type I

ComDirect USA  |  IT Vendor Evaluation Framework  |  Page 10



report only confirms controls exist at a point in time. Always request Type II.

ComDirect USA  |  IT Vendor Evaluation Framework  |  Page 11



Chapter 6
Service Level Agreements (SLAs)

The  SLA  is  where  vendor  promises  become  contractual  obligations.  A  well-constructed  SLA  defines
measurable  performance  commitments,  the  consequences  of  missing  them,  and  the  reporting
mechanisms that provide transparency.

Essential SLA Metrics

At minimum, your SLA should define:

Metric Definition Typical Target

Response Time (P1) Time to first response 15 minutes

Response Time (P2) Time to first response 30 minutes - 1 hour

Response Time (P3) Time to first response 2-4 hours

Response Time (P4) Time to first response 8 hours - next business day

Resolution Time (P1) Time to restore service 1-4 hours

Resolution Time (P2) Time to restore service 4-8 hours

Uptime System availability 99.9% (8.7 hrs downtime/yr)

CSAT Score Customer satisfaction > 90%

SLA Enforcement

• Service  credits:  what  compensation  do  you  receive  when  SLAs  are  missed?  Typical  credits  range
from 5-25% of the monthly fee for the affected service.

• Escalation  rights:  at  what  threshold  of  repeated  SLA  misses  can  you  escalate  to  executive
management or invoke termination rights?

• Measurement  methodology:  how are SLA metrics  measured? Who measures  them? What  tools  are
used? Can you audit the data?

• Exclusions: what events are excluded from SLA calculations (scheduled maintenance, force majeure,
issues caused by your actions)? Keep exclusions narrow and specific.

Reporting

• Monthly SLA performance reports delivered within 10 business days of month-end
• Reports should include: tickets opened, tickets resolved, average response and resolution times, SLA

compliance percentage, and root cause analysis for any P1/P2 incidents
• Quarterly  business  reviews  (QBRs)  with  your  account  team  to  review  trends,  discuss  strategic

initiatives, and address concerns
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The SLA Trap
"Response  time"  and  "resolution  time"  are  not  the  same  thing.  A  vendor  who  responds  in  15  minutes  with  "we
received your ticket" but takes 48 hours to fix the problem is meeting their response SLA while leaving you without
service. Negotiate resolution time commitments, not just response time.

ComDirect USA  |  IT Vendor Evaluation Framework  |  Page 13



The SLA Trap
"Response  time"  and  "resolution  time"  are  not  the  same  thing.  A  vendor  who  responds  in  15  minutes  with  "we
received your ticket" but takes 48 hours to fix the problem is meeting their response SLA while leaving you without
service. Negotiate resolution time commitments, not just response time.

ComDirect USA  |  IT Vendor Evaluation Framework  |  Page 14



Chapter 7
Financial Stability and Viability

A vendor's technical capability is irrelevant if they go out of business during your contract term. Financial
due diligence is especially important for smaller vendors and startups, but even established companies
can face financial distress.

Financial Health Indicators

• Years in business: longevity is not a guarantee, but vendors with 10+ years of operating history have
survived multiple economic cycles

• Revenue trend: is the vendor growing, stable, or shrinking? Declining revenue may indicate loss of
market fit or customer churn

• Customer  concentration:  does  one  client  represent  more  than  20%  of  their  revenue?  Loss  of  that
client could destabilize the vendor

• Funding  and  ownership:  for  private  companies,  who  are  the  investors  and  what  is  the  funding
runway? For PE-backed companies, what is the investment thesis and exit timeline?

• Profitability: an unprofitable vendor relying on investor funding may cut corners on service quality or
raise prices aggressively to reach profitability

Business Continuity

• What happens to your data and service if  the vendor is acquired? Insist  on contractual protections
that survive acquisition.

• What  happens  if  the  vendor  ceases  operations?  Does  your  contract  include  data  return  provisions
and source code escrow (for software vendors)?

• Does  the  vendor  have  key-person  risk?  If  the  founder  or  a  critical  engineer  leaves,  can  they  still
deliver?

Insurance and Liability

• Does the vendor carry errors and omissions (E&O) insurance? What are the coverage limits?
• Does the vendor carry cyber liability insurance? Minimum coverage should be proportionate to the

data they handle.
• What  are  the  contractual  liability  caps?  Most  vendors  limit  liability  to  12  months  of  fees  paid.

Negotiate higher caps for data breach and gross negligence scenarios.

Due Diligence Sources
For public companies: SEC filings, earnings reports, and analyst coverage. For private companies: Dun & Bradstreet
reports,  trade  references,  bank  references,  and  direct  questions  during  the  evaluation.  A  vendor  that  refuses  to
discuss financial stability is a red flag.
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Chapter 8
Reference Checks and Due Diligence

Vendor-provided references are curated to give you a positive impression. They are still valuable, but you
must also conduct independent due diligence to get the full picture.

Vendor-Provided References

Request at least three references that match your profile: similar industry, similar size, and similar scope
of services. Ask each reference:

• How long have you been working with this vendor? What services do they provide?
• How was the onboarding experience? Was the transition smooth, and was it completed on time?
• How would  you rate  their  day-to-day responsiveness?  Can you give  me a  specific  example  of  how

they handled a critical issue?
• Have they ever missed an SLA commitment? How did they handle it?
• What is the weakest aspect of their service?
• If you were making the decision again today, would you choose the same vendor? Why or why not?
• Has there been a security incident or data breach during your engagement? How did they respond?

Independent Due Diligence

• Online  reviews  and  forums:  search  industry-specific  communities,  Reddit,  and  review  sites  for
unfiltered feedback

• Better Business Bureau: check for complaint history and resolution patterns
• Industry analyst reports: Gartner, Forrester, and similar firms publish vendor assessments for major

categories
• Social  media  and  Glassdoor:  employee  reviews  can  reveal  internal  issues  (high  turnover,  poor

management, understaffing) that affect service quality
• Peer  network:  ask  your  professional  network  if  anyone  has  worked  with  the  vendor.  First-hand

experience from a trusted peer is the most valuable reference.

Red Flags in References

• The vendor cannot provide references in your industry or at your scale
• References are all very recent (< 6 months), suggesting high customer churn
• References are evasive about specific questions or redirect to generic praise
• Multiple references mention the same weakness or concern
• The vendor discourages or delays reference checks

The Question They Do Not Expect
The  most  revealing  reference  question  is:  "What  is  the  weakest  aspect  of  their  service?"  Every  vendor  has
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weaknesses.  A  reference  who  cannot  name  one  either  has  not  been  paying  attention  or  is  not  being  candid.  The
specific weakness they name tells you where to focus your contract protections.
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Chapter 9
Proof of Concept and Pilot Programs

A  proof  of  concept  (PoC)  or  pilot  program  tests  the  vendor's  capabilities  in  your  actual  environment
before you commit to a full contract. It is the most reliable predictor of real-world performance.

When to Require a PoC

• High-value engagements: any contract exceeding $100,000 annually warrants a PoC
• Mission-critical services: if the vendor will manage infrastructure that your business depends on daily
• Close  competition:  when  two  or  more  vendors  score  within  10%  of  each  other  on  the  evaluation

scorecard, a PoC breaks the tie
• New technology: when the vendor's solution uses technology your team has not worked with before

Structuring the PoC

• Define success criteria in advance: what specific outcomes must the PoC demonstrate for the vendor
to advance?

• Limit  scope  to  a  representative  subset  of  your  environment  (one  office,  one  department,  or  one
workload category)

• Set a fixed duration: 30-60 days is typical. Longer PoCs lose focus and delay the decision.
• Assign an internal sponsor who manages the PoC relationship and collects feedback from users
• Document results against success criteria and share findings with all stakeholders before making a

decision

PoC Evaluation Criteria

• Technical performance: did the solution meet functional requirements in your environment?
• Onboarding quality: how smooth was the setup and data migration? Were timelines met?
• Support  responsiveness:  how  quickly  and  effectively  did  the  vendor  respond  to  issues  during  the

PoC?
• Communication quality: was the vendor proactive, transparent, and easy to work with?
• User  feedback:  what  did  end  users  think  of  the  experience?  Did  it  improve  or  degrade  their  daily

workflow?

PoC Cost
Many vendors offer free or reduced-cost PoCs to win your business. If a vendor charges for a PoC, negotiate a credit
against the first year of the contract if you proceed. Never pay full price for a trial period.

PoC Cost
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against the first year of the contract if you proceed. Never pay full price for a trial period.
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Chapter 10
Contract Negotiation Best Practices

The  contract  is  the  only  document  that  matters  when  things  go  wrong.  Marketing  materials,  sales
promises,  and  handshake  agreements  are  unenforceable.  Everything  that  matters  must  be  in  the
contract.

Key Contract Terms to Negotiate

Term and Renewal

• Avoid  auto-renewal  clauses  that  lock  you  in  without  explicit  opt-in.  Require  written  notice  (60-90
days) before automatic renewal.

• Negotiate a 90-day termination-for-convenience clause after  the first  year.  This  protects  you if  the
relationship is not working.

• If committing to a multi-year term, negotiate annual price caps (e.g., increases limited to CPI or 3%,
whichever is lower).

Scope and Change Management

• Define the scope of services precisely. Ambiguity in scope is the primary source of vendor disputes.
• Include a formal change order process for out-of-scope work, with pre-agreed hourly rates.
• Define  what  constitutes  a  "material  change"  in  your  environment  that  could  affect  pricing  (e.g.,

adding 50+ users, new office locations).
Data Rights and Portability

• Your data is your data. The contract must state this explicitly and grant you unrestricted access to
export your data at any time.

• Define  the  data  return  process  upon  contract  termination:  format,  timeline,  and  cost  (should  be
included, not an exit fee).

• Include a data destruction clause requiring the vendor to certify deletion of your data within 30 days
of contract termination.

Liability and Indemnification

• Negotiate mutual indemnification for third-party claims arising from each party's negligence.
• Push  for  uncapped  liability  for  data  breaches,  confidentiality  violations,  and  intellectual  property

infringement.
• Ensure the vendor's insurance coverage is sufficient to back their indemnification obligations.

The Most Important Clause
The termination clause is the most important provision in any IT vendor contract. If you cannot exit the relationship
without excessive cost or prolonged transition periods, you have no leverage. Negotiate termination rights, transition
assistance obligations, and data portability before you sign.
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Chapter 11
Ongoing Vendor Management

Vendor evaluation does not end when the contract is signed. Ongoing management ensures the vendor
continues to deliver value and addresses issues before they become relationship-ending problems.

Performance Monitoring

• Track  SLA  compliance  monthly.  Trend  analysis  over  time  reveals  patterns  that  individual  reports
obscure.

• Monitor user satisfaction through periodic surveys and help desk feedback ratings.
• Track ticket volume, resolution times, and escalation rates as leading indicators of service quality.
• Review security posture annually: request updated SOC 2 reports, penetration test summaries, and

incident disclosure.

Quarterly Business Reviews (QBRs)

QBRs are structured meetings between your leadership and the vendor's account team. An effective QBR
covers:

• SLA performance review and trend analysis for the quarter
• Open issues and escalation status
• Strategic roadmap: upcoming projects, technology recommendations, and budget planning
• Satisfaction feedback: what is working well, what needs improvement
• Contract  and  commercial  review:  are  you  using  all  services  you  are  paying  for?  Do  you  need  to

adjust scope?

Escalation and Issue Resolution

• Define  an  escalation  path  in  advance:  who  at  the  vendor  do  you  contact  when  standard  support
fails?

• Document  recurring  issues  and  track  whether  the  vendor  addresses  root  causes  or  just  resolves
symptoms.

• If  service  quality  declines,  address  it  formally  in  writing  before  it  becomes  a  contractual  dispute.
Verbal complaints are easy to forget.

Annual Vendor Review

• Conduct a formal annual review that re-evaluates the vendor against your original scorecard criteria.
• Compare current performance against the first year to identify improvement or degradation trends.
• Assess whether the vendor is keeping pace with your evolving needs and industry developments.
• Use the annual review as input for contract renewal or renegotiation decisions.
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The Relationship Balance
The best vendor relationships are partnerships where both sides invest in the outcome. If  your vendor stops being
proactive, stops bringing ideas, or treats you as a ticket queue rather than a strategic client, it is time for a candid
conversation, or a new evaluation.
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Chapter 12
Templates and Scoring Worksheets

Use  the  following  templates  to  structure  your  vendor  evaluation  process.  Adapt  them  to  your
organization's specific requirements and priorities.

Template 1: Vendor Scorecard Summary

Criterion Weight Vendor A Vendor B Vendor C Vendor D

Technical Capability 25% __ /5 __ /5 __ /5 __ /5

Security & Compliance 20% __ /5 __ /5 __ /5 __ /5

SLA Commitments 15% __ /5 __ /5 __ /5 __ /5

Financial Stability 10% __ /5 __ /5 __ /5 __ /5

References 10% __ /5 __ /5 __ /5 __ /5

Cultural Fit 10% __ /5 __ /5 __ /5 __ /5

Pricing & Value 10% __ /5 __ /5 __ /5 __ /5

WEIGHTED TOTAL 100%

Template 2: Reference Check Questions

1. How long have you worked with [vendor]? What services do they provide?

2. Describe the onboarding experience. Was it completed on schedule?

3. How do they handle critical incidents? Can you share a specific example?

4. Have they missed any SLA commitments? How was it addressed?

5. What is the weakest aspect of their service?

6. How would you rate their communication and proactivity (1-5)?

7. Have you experienced any security incidents during the engagement?

8. Would you choose this vendor again today? Why or why not?

Template 3: SLA Requirements Checklist

• P1 (Critical) response time: _____ minutes
• P1 (Critical) resolution time: _____ hours
• P2 (High) response time: _____ minutes/hours
• P2 (High) resolution time: _____ hours
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• P3 (Medium) response time: _____ hours
• P4 (Low) response time: _____ business hours/days
• Monthly uptime guarantee: _____%
• Service credit for SLA miss: _____% of monthly fee
• Reporting frequency: Monthly / Quarterly
• QBR frequency: Monthly / Quarterly

About ComDirect USA
ComDirect USA is a full-service technology partner specializing in enterprise infrastructure, cybersecurity,
cloud  architecture,  and  managed  IT  services.  With  offices  in  Irvine,  California,  and  Meridian,  Idaho,  we
serve organizations across healthcare, legal, financial services, manufacturing, and logistics.

Contact Us
Phone: 949.208.8800  |  Toll Free: 800.733.7030
Email: info@comdirectusa.com  |  Web: comdirectusa.com
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